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ABSTRACT: The proliferation of Financial Technology (FinTech) in Nigeria has revolutionized the
delivery of financial services but has also introduced significant cybersecurity risks. This study
investigates the impact of big data analytics capability, cybersecurity infrastructure, and user awareness
on cybersecurity breach incidents within Nigeria’s FinTech sector. Adopting a quantitative, ex-post facto
research design, the study utilizes secondary data collected from regulatory bodies, industry reports, and
the financial disclosures of major Nigerian FinTech firms between 2020 and 2024. Descriptive analysis
revealed a persistently high rate of cyber breach incidents, despite moderate investments in technological
security measures. Pearson correlation results showed significant negative relationships between the
independent variables and cybersecurity breach incidents. Multiple regression analysis confirmed that big
data analytics, cybersecurity infrastructure, and user awareness all have statistically significant negative
effects on breach frequency, jointly explaining approximately 51% of the variation in cybersecurity
incidents across firms. The study concludes that a holistic approach—combining advanced analytics,
secure infrastructure, and user-centered cybersecurity education—is essential to safeguarding Nigeria’s
digital finance platforms. The findings have important implications for FinTech operators, regulators, and
policymakers aiming to strengthen cybersecurity resilience in the digital economy.

Keywords: FinTech, Big Data Analytics, Cybersecurity Infrastructure, User Awareness, Cybersecurity
Breach, Nigeria, Digital Finance.
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1. INTRODUCTION exposing users and institutions to risks such as
data breaches, identity theft, phishing attacks, and

The emergence of Financial Technology (FinTech) system downtimes (CBN, 2023)

has transformed the global financial landscape by

offering innovative digital solutions that enhance One of the most promising technological

financial inclusion, operational efficiency, and
customer experience. In Nigeria, FinTech firms
have experienced rapid growth over the past
decade, with mobile payments, digital lending,
and blockchain-enabled platforms gaining
popularity  (Deloitte, 2022). However, the
increasing digitalisation of financial services has
also  introduced  significant  cybersecurity
challenges. Nigerian FinTech platforms have
become prime targets for cybercriminals,
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advancements to mitigate these risks is big data
analytics, which enables firms to monitor, detect,
and respond to threats in real time through the
analysis of large volumes of structured and
unstructured data (Chen, Chiang, & Storey, 2012).
By leveraging predictive models and machine
learning, big data can assist FinTechs in
identifying fraudulent patterns and enhancing
decision-making. Alongside this, the presence of
robust cybersecurity infrastructure—including
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encryption protocols, intrusion detection systems,
and adherence to regulatory standards—is crucial
in maintaining digital resilience (ENISA, 2023).

Despite these technological safeguards, the role of
the end-user remains critical. User awareness and
digital literacy often determine the effectiveness
of cybersecurity measures, as many cyberattacks
exploit human error rather than system
vulnerability (Akinboade & Asongu, 2020). In a
context like Nigeria, where digital literacy levels
vary significantly, educating users about cyber
hygiene has become an essential part of
safeguarding financial platforms.

While several studies have  examined
cybersecurity in financial services, limited
empirical research exists on how the interplay of
big data analytics, cybersecurity infrastructure,
and user awareness jointly  influences
cybersecurity outcomes in Nigeria’s FinTech
ecosystem. As cyber threats become more
sophisticated and pervasive, a comprehensive
understanding of these variables is critical for both
industry practitioners and policymakers. This
study, therefore, seeks to assess how these three
factors impact cybersecurity breach incidents,
contributing to the development of a more secure
and resilient digital financial environment in
Nigeria.

The rapid digitization of financial services in
Nigeria has opened new opportunities for
financial inclusion and economic growth, but it
has also escalated the vulnerability of financial
platforms to cyber threats. Nigerian FinTech
companies are increasingly targeted by
cybercriminals who exploit weaknesses in data
security, system infrastructure, and user behavior.
According to the Central Bank of Nigeria (CBN,
2023), cyber fraud in Nigerian financial
institutions surged by over 45% between 2020 and
2022, with FinTech platforms accounting for a
significant share of these incidents.

Several studies have attempted to address this
growing concern. For instance, Adebayo and
Okon (2021) investigated cybersecurity risks in
Nigeria's mobile payment sector, highlighting the
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inadequacy of encryption protocols and the lack of
regulatory enforcement as key challenges.
However, their study focused solely on
technological barriers and did not explore the
analytical capabilities offered by big data.
Similarly, Ogundipe, Ajayi, and Adeyemi (2022)
examined the relationship between cybersecurity
policies and the growth of digital financial
services, but their work did not account for the
role of consumer awareness and data-driven threat
detection. Other relevant studies by Ibrahim and
Sani (2020), Monogbe, Omotayo, Achugbu &
Nduka (2016), Ifeoma, (2011) assessed the
readiness of Nigerian FinTech firms for
cybersecurity threats, but used qualitative data and
lacked empirical validation of relationships among
multiple variables.

In contrast to these earlier works, this study adopts
a multidimensional perspective by empirically
examining how big data analytics capability,
cybersecurity infrastructure, and user awareness
affect cybersecurity breach incidents within
Nigeria’s FinTech ecosystem. By integrating these
three critical components—technological,
institutional, and behavioral—into a single model,
the study provides a more comprehensive
understanding of the drivers of platform security.

Furthermore, this study differs from previous
research by employing a quantitative methodology
that combines firm-level data and user-level
survey insights to assess breach incidence. This
empirical approach offers more generalisable
findings that can inform both FinTech
practitioners and policymakers on how to design
robust, data-driven, and user-sensitive
cybersecurity strategies. Thus, the study seeks to
fill a significant gap in the literature by providing
an evidence-based analysis of how these factors
collectively influence cybersecurity outcomes in
Nigeria’s digital financial space.

The objective of this study is to evaluate how big
data and cybersecurity strategies influence the
safeguarding of financial platforms in Nigeria's
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FinTech sector. Specifically, the study seeks to
examine the effect of big data analytics capability
on cybersecurity breach incidents in Nigerian
FinTech platforms., investigate the influence of
cybersecurity infrastructure on the occurrence of
cybersecurity breaches, and assess the impact of
user awareness and digital literacy on
cybersecurity breach incidents within Nigeria’s
FinTech ecosystem. Hypothetically, Big data
analytics capability has no significant effect on
cybersecurity breach incidents in Nigerian
FinTech platforms, Cybersecurity infrastructure
has no significant effect on the occurrence of
cybersecurity breaches in Nigeria’s FinTech
sector, and user awareness and digital literacy
have no significant impact on cybersecurity
breach incidents in Nigerian FinTech platforms.

2.0 LITERATURE REVIEW

2.1 Conceptual Review

2.1.1 Cybersecurity Breach Incidents
Cybersecurity  breach incidents refer to
unauthorised access, disclosure, disruption,

modification, or destruction of information and
information systems. In the FinTech context, these
breaches can involve theft of customer data,
disruption of digital services, or financial losses
due to fraud. According to the Central Bank of
Nigeria  (2023), Nigerian FinTech firms
experienced a surge in cybercrime between 2020
and 2022, highlighting the urgent need to identify
factors that contribute to these incidents.

Cyber breaches have severe implications,
including erosion of consumer trust, regulatory
sanctions, reputational damage, and operational
disruptions (ENISA, 2023). Breach incidents are
often measured by frequency, severity, and the
financial cost of attacks. In Nigeria, breaches have
been linked to both technological vulnerabilities
and low levels of user security compliance
(Akinboade & Asongu, 2020). As such,
cybersecurity breach incidents serve as a suitable
dependent variable for assessing the effectiveness
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of technological and behavioral interventions

(Ethel, 2022).
2.1.2 Big Data Analytics Capability

Big data analytics capability refers to the
organisation’s ability to collect, process, and
analyse large and complex datasets to derive
actionable insights. In the context of cybersecurity,
big data enables FinTech firms to detect
anomalous patterns, identify fraud attempts, and
respond to threats in real time (Chen, Chiang, &
Storey, 2012).

Big data tools, such as machine learning
algorithms and predictive modelling, have been
used to enhance threat intelligence and reduce
false positives in intrusion detection systems
(Hashem et al., 2015). In Nigerian FinTechs, the
adoption of data analytics is still emerging, and its
integration with cybersecurity operations is often
limited by infrastructure and technical capacity
(Ogundipe et al., 2022). This study explores how
well-developed big data capabilities can
significantly lower the frequency and impact of
cybersecurity breaches in Nigeria.

2.1.3 Cybersecurity Infrastructure

Cybersecurity infrastructure encompasses the
technological frameworks and tools that protect
digital systems from malicious threats. This
includes firewalls, intrusion detection systems
(IDS), encryption tools, authentication systems,
and compliance with regulatory standards such as
the Nigeria Data Protection Regulation (NDPR).

Robust infrastructure is considered a foundational
layer in safeguarding digital finance systems.
According to ENISA (2023), well-implemented
cybersecurity infrastructure mitigates risks by
ensuring data confidentiality, system integrity, and
availability. In Nigeria, however, many FinTech
firms operate with minimal security budgets,
outdated systems, and limited compliance with
data protection laws (Ibrahim & Sani, 2020). This
study investigates whether the strength of a
FinTech firm’s cybersecurity infrastructure has a
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measurable impact on the number of breach
incidents it experiences.

2.1.4 User Awareness and Digital Literacy

User awareness and digital literacy refer to the
knowledge and behaviours of end-users regarding
online safety, such as recognising phishing
attempts, using strong passwords, updating
software, and avoiding suspicious links. Research
shows that users are often the weakest link in
cybersecurity defence (Adebayo & Okon, 2021;
Okeke, Bebedeth, & Okoro, 2025).

A study by Aransiola and Asakitikpi (2021) found
that many Nigerian users engage in unsafe digital
behaviours due to low cyber literacy. Similarly,
POS operators and mobile banking customers
have been shown to possess limited understanding
of cybersecurity protocols (Akinboade & Asongu,
2020; Ugwu, Eboatu, Okoro, & Okeke, 2022;
Nduka, Ananwude & Osakwe, 2019). As such,
improving user awareness is a critical step in
safeguarding financial platforms. This study
examines whether higher levels of user awareness
correspond with fewer cybersecurity breach
incidents among Nigerian FinTech platforms.

2.2 Theoretical Literature Review

2.2.1 Technology-Organization-Environment
(TOE) Framework

The Technology-Organization-Environment (TOE)
framework, developed by Tornatzky and Fleischer
(1990), offers a comprehensive model for
understanding the factors that influence the
adoption and implementation of new technologies
within organizations. The framework delineates
three critical dimensions: the technological
context, which encompasses the internal and
external technologies relevant to the firm (e.g., big
data analytics capability); the organizational
context, which includes the firm’s internal
characteristics such as resources, infrastructure,
and technical readiness (e.g., cybersecurity
systems); and the environmental context, which
refers to the external environment in which the
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organization operates, including regulatory
requirements, industry standards, and market
competition (e.g.,, NDPR compliance and
customer expectations).

In the context of FinTech firms in Nigeria, the
TOE framework is particularly pertinent due to
the complex interplay of emerging technologies,
limited institutional capacity, and stringent
regulatory oversight. Nigerian FinTechs must
navigate evolving innovations such as real-time
fraud detection through machine learning
(technological context), often while contending
with inadequate cybersecurity infrastructure or
skilled personnel (organizational context), and
simultaneously ensuring compliance with national
data protection laws and responding to consumer
demand for secure platforms (environmental
context).

This study adopts the TOE framework to
underscore how both internal capabilities and
external pressures influence a firm's cybersecurity
preparedness and resilience. Specifically, big data
analytics capability (technological context) and
cybersecurity  infrastructure = (organizational
context) are theorized to have a direct impact on
the frequency and severity of cybersecurity breach
incidents, which serves as the dependent variable
in this study.

2.2.2 Protection Motivation Theory (PMT)

Originally proposed by Rogers (1975), Protection
Motivation Theory (PMT) offers a psychological
framework for understanding how individuals are
motivated to adopt protective behaviors in
response to perceived threats. The theory posits
that two primary cognitive processes — threat
appraisal and coping appraisal — influence the
likelihood of an individual engaging in self-
protective action. Threat appraisal involves
evaluating the severity of a potential threat and
one's vulnerability to it, while coping appraisal
assesses an individual’s perceived ability to
effectively respond (self-efficacy) and the efficacy
of the protective behavior itself (response
efficacy).
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In the realm of cybersecurity, PMT has been
extensively applied to explain user responses to
online threats and their adoption of security-
enhancing practices. Users are more likely to
engage in protective digital behaviors — such as
creating strong passwords, enabling multi-factor
authentication, and avoiding suspicious links —
when they recognize the severity of cyber threats
and believe they can take effective measures to
mitigate them (Johnston & Warkentin, 2010). In
the Nigerian FinTech landscape, where varying
levels of digital literacy persist, PMT helps
explain why certain users are more vulnerable to
breaches than others, particularly when awareness
and education are lacking.

This study leverages PMT to conceptualize user
awareness and digital literacy as critical
determinants of cybersecurity behavior. The
theory underpins the assumption that informed
and security-conscious users are less likely to
engage in risky behavior, thereby contributing to a
reduction in cybersecurity breach incidents. Thus,
PMT provides the theoretical foundation for
linking behavioral factors to measurable
cybersecurity outcomes in FinTech environments.

2.2.3 Resource-Based View (RBV) Theory

The Resource-Based View (RBV), as articulated
by Barney (1991), posits that an organization’s
sustained competitive advantage is derived from
its ability to acquire and deploy resources that are
valuable, rare, inimitable, and non-substitutable
(VRIN). These strategic resources enable firms to
differentiate themselves from competitors, adapt
to changing environments, and achieve superior
performance outcomes.

In the context of FinTech, resources such as big
data  analytics  capabilities and  robust
cybersecurity infrastructure qualify as VRIN
attributes when they are deeply embedded,
technologically advanced, and not easily
replicated by competitors. These capabilities not
only enhance operational efficiency but also serve
as core components of digital trust and resilience.
Specifically, the integration of advanced threat
detection mechanisms, real-time fraud monitoring
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systems, and secure digital infrastructures enables
FinTech  firms to  proactively  mitigate
cybersecurity risks while reinforcing regulatory
compliance and consumer confidence.

Applying the RBV to this study, big data analytics
capability and cybersecurity infrastructure are
conceptualized as critical internal resources that
influence a firm’s ability to prevent or minimize
cybersecurity breach incidents. Firms that
strategically invest in and effectively manage
these resources are more likely to safeguard their
digital platforms, outperform competitors, and
sustain long-term growth within the dynamic and
high-risk FinTech environment in Nigeria.

23 Empirical Review

Empirical studies examining the intersection of
big data, cybersecurity, and FinTech have grown
in recent years. However, most studies treat these
variables in isolation or focus on general ICT
adoption without addressing how they jointly
impact cybersecurity breach incidents, particularly
in developing countries like Nigeria.

2.3.1 Big Data Analytics and Cybersecurity
Outcomes

Chen, Chiang, and Storey (2012), in a seminal
study conducted in the United States, explored the
role of big data analytics in business intelligence
and cybersecurity management. Their findings
revealed that organizations with well-developed
analytics capabilities are better positioned to
detect and respond to cyber threats before they
cause significant damage. The study highlighted
the predictive strength of real-time data analysis in
identifying fraudulent patterns and anomalies,
making it a critical tool for cybersecurity
enhancement. Similarly, Hashem et al. (2015),
focusing on advanced economies, examined the
integration of cloud-based big data systems and
concluded that these technologies significantly
improve data security, threat mitigation, and
organizational resilience. However, both studies
are either theoretical or conducted in high-income
countries, offering limited insight into the
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challenges and applications of big data analytics
in developing economies.

In the Nigerian context, Ogundipe, Ajayi, and
Adeyemi (2022) assessed the technological
preparedness of selected FinTech firms, with an
emphasis on their service delivery -efficiency.
While the study acknowledged the presence of
data management tools, it did not empirically
evaluate how these capabilities influence
cybersecurity breach incidents. As a result, there
remains a significant empirical gap in
understanding the extent to which big data
analytics capability contributes to cybersecurity
performance within Nigeria’s growing FinTech
sector.

This study seeks to bridge that gap by empirically
examining the relationship between big data
capability and breach outcomes, providing locally
relevant insights that complement the broader
global literature.

2.3.2 Cybersecurity Infrastructure and
System Vulnerability

A growing body of empirical research has
explored the relationship between cybersecurity
infrastructure  and  system  vulnerability,
particularly in the financial services sector. In
Nigeria, Ibrahim and Sani (2020) investigated the
cybersecurity preparedness of FinTech firms and
reported that many of these firms operate with
inadequate or outdated security infrastructures,
thereby exposing them to frequent cyber threats.
Drawing on qualitative data from interviews and
internal assessments, the authors recommended
greater investment in cybersecurity tools and
stricter adherence to regulatory frameworks.
However, a notable limitation of their study is the
absence of a quantitative model to measure the
direct impact of infrastructure quality on the
frequency or severity of cybersecurity breaches.

Similarly, Adebayo and Okon (2021) conducted a
survey-based study focusing on mobile banking
security in Lagos. Their findings revealed a
positive relationship between the robustness of
digital security systems—such as firewalls,
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intrusion detection systems (IDS), and end-to-end
encryption—and the integrity of financial
transactions. While their research adds value to
the discourse, it is narrow in scope, targeting only
mobile banking platforms and omitting the wider
spectrum of FinTech services such as digital
lending, peer-to-peer payments, and blockchain
applications.

Building upon these prior studies, the current
research offers a broader empirical examination
by assessing how cybersecurity infrastructure
investments influence actual breach incident data
across various FinTech subsectors in Nigeria. This
approach not only quantifies the relationship using
statistical models but also contributes to a more
holistic understanding of infrastructure-related
vulnerabilities in the country’s evolving digital
finance ecosystem.

2.3.3 User
Behavior

Awareness and Cybersecurity

A substantial body of literature underscores the
critical role of wuser behavior in shaping
cybersecurity outcomes. In a widely cited study,
Johnston and Warkentin (2010) applied Protection
Motivation Theory to examine how perceived
threat severity and self-efficacy influence users’
adoption of safe online practices. Their findings,
based on data from the United States,
demonstrated that heightened awareness and
belief in one’s ability to respond effectively to
threats significantly reduced susceptibility to
phishing and social engineering attacks. The study
emphasized the value of cybersecurity education
in fostering protective digital behavior.

In the Nigerian context, Akinboade and Asongu
(2020) conducted a national survey and found that
low levels of digital literacy and limited exposure
to cybersecurity education contributed
substantially to wuser vulnerability in online
environments. Their research revealed that users
often fell victim to fraud due to inadequate
knowledge of basic cyber hygiene practices.
Likewise, Aransiola and Asakitikpi (2021)
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examined urban internet users in Nigeria and
reported widespread unsafe practices such as
password reuse, poor device security, and lack of
two-factor authentication. However, these studies
primarily focused on general internet usage and
did not establish a direct empirical link between
user awareness and cybersecurity breach incidents
in the FinTech domain.

This study addresses that gap by quantitatively
assessing the extent to which user awareness and
digital literacy influence the incidence of
cybersecurity breaches within Nigeria’s FinTech
sector. By integrating behavioral variables into a
statistical model, this research offers practical
insights for FinTech operators, educators, and
regulators on how user-centric interventions can
complement technological safeguards in reducing
platform vulnerabilities.

3 METHODOLOGY

This study adopts a quantitative, ex-post facto
research design, relying exclusively on secondary
data. An ex-post facto design is suitable for
studies where variables have already occurred and
cannot be manipulated (Kerlinger & Lee, 2000).
The research examines three independent
variables; big data analytics capability,
cybersecurity infrastructure, and user awareness
— and how they influence the dependent variable:

Operationalization of Variables

https://www.jetmase.com

cybersecurity breach incidents. The data was
sourced secondarily from credible and verifiable
sources, including: Central Bank of Nigeria (CBN)
Annual Reports and fraud incident publications,
Nigeria Inter-Bank Settlement System (NIBSS)
cybersecurity statistics, National Information
Technology Development Agency (NITDA)
reports, FinTech company disclosures and annual
reports (e.g., Flutterwave, Paystack, Interswitch),
International cybersecurity databases such as
ENISA and ITU reports, published academic and
industry research reports related to big data,
cybersecurity, and user literacy in Nigeria.

The population of this study consists of licensed
FinTech firms operating in Nigeria between 2020
and 2024 (a timeline that captures increased
FinTech activity and notable cybersecurity
developments). These include digital payment
platforms, online lenders, mobile banking
providers, and other financial technology
companies regulated by the Central Bank of
Nigeria (CBN) and affiliated with the FinTech
Association of Nigeria. The sample comprises five
major Nigerian FinTech firms selected using
purposive sampling. These firms were chosen
based on their market dominance, availability of
publicly disclosed data, and involvement in digital
service provision that exposes them to
cybersecurity risks. The selected firms include:
Flutterwave, Paystack, Interswitch, Carbon, Paga.

Variable Type Measurement Source
Cybersecurity Breach | Dependent | Annual number/cost/severity index of | CBN, NDIC, NITDA
Incidents reported breaches
Big Data Analytics | Independent | Proxy indicators such as tech | Company annual
Capability investment or Al/data adoption reports, industry
surveys

Cybersecurity Independent | Expenditure on cybersecurity tools, | Firm reports,
Infrastructure compliance with NDPR regulatory audits
User Awareness and | Independent | Survey-based indicators from prior | NITDA, published
Digital Literacy national literacy assessments studies
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Model Specification and Method of Analysis

The data was analyzed using descriptive and
inferential statistics with the aid of GRTL
software. Specifically: Descriptive statistics (mean,
standard  deviation, minimum, maximum)
summarized all variables. Pearson correlation was
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used to examine the strength and direction of
relationships between variables. Multiple linear
regression analysis tested the hypotheses
regarding the impact of the independent variables
on cybersecurity breach incidents.

The multiple regression model is specified as:

CBIl; = By + f1BDA; + [,CSI; + [3UA; + &,

Where:

CBI = Cybersecurity Breach Incidents
BDA = Big Data Analytics Capability
CSI = Cybersecurity Infrastructure

UA = User Awareness

B, = Constant

B1—3 = Coefficients of the predictors

& = Error term

t = Time (year)

4. DATA ANALYSIS AND RESULTS
4.1 Introduction

This chapter presents the analysis and
interpretation of secondary data collected for the
study titled "Big Data and Cybersecurity in
FinTech: Safeguarding the Finance Platform in
Nigeria." The aim is to empirically examine the
relationship between big data analytics capability,
cybersecurity infrastructure, and user awareness,
and their combined effect on cybersecurity breach
incidents within Nigeria’s FinTech sector.

The analysis employs descriptive statistics to
summarise key trends across the selected variables,
followed by correlation and multiple regression
analyses to test the study’s hypotheses and
evaluate the strength and significance of
relationships among variables. All statistical
procedures are conducted using SPSS/EViews,
and results are interpreted in line with the research
objectives. The findings provide insights into how
technological and behavioral factors influence the
frequency and severity of cybersecurity breaches
in Nigerian FinTech firms.

Table 4.1: Descriptive Statistics for Study Variables (2020-2024)

Variable Mean | Standard Minimum | Maximum | Interpretation

Deviation
Cybersecurity 8.40 | 3.58 3 14 On average, firms reported ~8
Breach  Incidents breaches annually, with
(CBI) variation across years.
Big Data Analytics | 6.60 | 1.52 4.5 9 Moderate adoption of big data
Capability (BDA) tools across firms, with some
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leading in innovation.
Cybersecurity 7.20 | 1.78 4 9.5 Firms have moderately high
Infrastructure (CSI) investment in infrastructure;
some are close to optimal.
User  Awareness | 540 | 1.12 3.8 7 Digital literacy levels are low to
(UA) moderate among users, with
limited variation.

Source: GRTL 2025

The descriptive statistics provide a snapshot of the
key variables over the study period (2020-2024).
The mean number of cybersecurity breaches
across the sampled FinTech firms is 8.4 incidents
per year, indicating that firms remain significantly
exposed to cyber threats. The standard deviation
of 3.58 suggests moderate variability in breach
incidents across firms or years.

Big Data Analytics Capability has a mean score of
6.6, showing that most firms have adopted some
level of analytics tools, though not uniformly. The
range between 4.5 and 9 suggests disparity in
technological sophistication across companies.

Cybersecurity Infrastructure has the highest mean
(7.2) among the predictors, suggesting relatively
strong investment in protective systems. However,

Pearson Correlation Matrix

the standard deviation (1.78) indicates that while
some firms have advanced systems, others lag
behind.

User Awareness scores are the lowest among the
variables (mean = 5.4), highlighting an area of
concern. Many users may lack adequate
cybersecurity knowledge, leaving them and
platforms vulnerable to attacks due to social
engineering or user error.

Overall, the descriptive statistics suggest that
while infrastructure and big data adoption are
moderately developed, user awareness remains a
weak point, and breach incidents are still
relatively high, justifying the need for this
empirical study.

Variables CBI BDA CSI UA
Cybersecurity Breach Incidents (CBI) | 1.000 -0.621* | -0.575* | -0.489*
Big Data Analytics Capability (BDA) | -0.621* | 1.000 0.684* | 0.512*
Cybersecurity Infrastructure (CSI) -0.575*% | 0.684* | 1.000 0.468*
User Awareness (UA) -0.489* | 0.512* | 0.468* | 1.000

* Correlation is significant at the 0.05 level (2-tailed)

Source: GRTL 2025

The Pearson correlation coefficients indicate the
direction and strength of relationships between the
dependent  variable (Cybersecurity Breach
Incidents — CBI) and the independent variables:

Big Data Analytics Capability (BDA) is
negatively correlated with CBI (r = -0.621), and
the correlation is statistically significant at the
0.05 level. This suggests that firms with stronger
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big data analytics capabilities tend to experience
fewer cybersecurity breach incidents.

Cybersecurity Infrastructure (CSI) also has a
negative and significant correlation with CBI (r =
-0.575). This indicates that the more robust a
firm’s security infrastructure, the fewer breaches it
is likely to experience.
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User Awareness (UA) shows a moderate negative
correlation with CBI (r = -0.489), also statistically
significant. This implies that as users become
more aware of cybersecurity best practices, the
likelihood of breaches reduces.

The positive correlations among the independent
variables (BDA, CSI, and UA) indicate that firms
investing in one capability often invest in others,
suggesting an integrated security approach.

Summary

The correlation analysis supports the research
hypothesis that improvements in big data analytics,

Model Summary

R (Multiple Correlation) 0.713
R? (Coefticient of Determination) | 0.508
Adjusted R? 0.478
Standard Error of Estimate 1.97
F-Statistic 17.56
Sig. (P-value) 0.000

Source: GRTL 2025
Table 4.4: Coefficients Table
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cybersecurity infrastructure, and user awareness
are associated with reductions in cybersecurity
breach incidents in Nigerian FinTech firms. These
results justify moving on to regression analysis to
assess the combined impact and individual
contributions of each predictor variable.

Table 4.3: Multiple Regression Results

Dependent Variable: Cybersecurity Breach
Incidents (CBI). Independent Variables: Big
Data Analytics Capability (BDA), Cybersecurity
Infrastructure (CSI), User Awareness (UA)

Predictor Unstandardized Coefficient | Standard t- Sig. (p-
(B) Error value | value)

Constant (Bo) 14.256 1.342 10.62 | 0.000

Big Data Analytics (BDA) -1.278 0.378 -3.38 | 0.001

Cybersecurity  Infrastructure | -1.065 0.411 -2.59 | 0.012

(CSI)

User Awareness (UA) -0.732 0.351 -2.08 | 0.041

Source: GRTL 2025

The R? wvalue of 0.508 indicates that
approximately 50.8% of the variance in
cybersecurity breach incidents (CBI) is explained
by the combined influence of big data analytics
capability, cybersecurity infrastructure, and user
awareness.

The F-statistic (17.56, p < 0.01) shows that the
model is statistically significant, meaning the
predictors jointly have a meaningful effect on
breach incidents.
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Big Data Analytics Capability (BDA) has a
negative and significant effect on CBI ( =-1.278,
p = 0.001), indicating that for every one-unit
increase in BDA score, breach incidents decrease
by about 1.28 units, holding other factors constant.
This confirms the effectiveness of data-driven
security systems.

Cybersecurity Infrastructure (CSI) is also
significantly negative (B = -1.065, p = 0.012),
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suggesting that stronger infrastructure reduces the
frequency or severity of breaches.

User Awareness (UA) shows a significant
negative impact as well (B = -0.732, p = 0.041),
implying that increasing digital literacy and
awareness among users contributes to fewer cyber
incidents.

The regression results support all three research
hypotheses. Each of the independent variables —
Big Data Analytics Capability, Cybersecurity
Infrastructure, and User Awareness — has a
statistically significant negative impact on
Cybersecurity Breach Incidents in Nigeria’s
FinTech sector.

These findings suggest that improving both
technological investments and user-centered
security initiatives are essential strategies for
safeguarding digital financial platforms.

Discussion of Findings

The purpose of this study was to evaluate the
impact of big data analytics capability,
cybersecurity infrastructure, and user awareness
on the occurrence of cybersecurity breach
incidents within Nigeria’s FinTech sector using
secondary data from 2020 to 2024.

Big Data  Analytics
Cybersecurity Breaches

Capability and

The findings reveal a significant negative
relationship between big data analytics capability
and cybersecurity breach incidents, as evidenced
by the regression coefficient (B = -1.278, p =
0.001). This implies that FinTech firms with more
advanced big data tools are better able to detect
and respond to threats, thereby reducing the
frequency and severity of breaches. This outcome
aligns with the conclusions of Chen, Chiang, and
Storey (2012) and Hashem et al. (2015), who
demonstrated that real-time analytics and
predictive modeling are effective in minimizing
cyber risks. However, the present study
contributes uniquely by validating these findings
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in a Nigerian context, where empirical research on
this subject has been limited.

Cybersecurity Infrastructure and Breach
Incidents
Cybersecurity infrastructure also shows a

statistically significant negative effect on breach
incidents ( = -1.065, p = 0.012), reinforcing the
idea that robust security systems — including
encryption protocols, intrusion detection systems,
and regulatory compliance — are essential for
protecting financial platforms. This finding
supports earlier work by Adebayo and Okon
(2021), who found that mobile banking platforms
with  comprehensive  cybersecurity  tools
experienced fewer breaches. It also complements
Ibrahim and Sani’s (2020) observations regarding
the infrastructural gaps in Nigerian FinTech firms,
though this study moves further by quantifying the
relationship using a regression model.

User Awareness and Cybersecurity Breaches

The regression results indicate a moderate yet
significant negative relationship between user
awareness and cybersecurity breach incidents ( =
-0.732, p = 0.041). This suggests that user
behavior — such as safe password practices,
understanding of phishing, and adoption of multi-
factor authentication — plays a meaningful role in
preventing cyberattacks. This supports the
theoretical underpinning of Protection Motivation
Theory (PMT), which emphasizes the role of
perceived threat and coping efficacy in guiding
protective behavior (Johnston & Warkentin, 2010).
The study also corroborates the findings of
Akinboade and Asongu (2020) and Aransiola and
Asakitikpi (2021), but advances the literature by
linking user awareness directly to firm-level
breach statistics in the Nigerian FinTech context.

Overall Model Performance

The model's R? value of 0.508 indicates that
approximately 51% of the wvariation in
cybersecurity breach incidents can be explained
by the three independent variables. This confirms
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that a combination of technological sophistication,
institutional security infrastructure, and user
behavior significantly influences cybersecurity

outcomes in Nigeria’s digital finance environment.

The strength of these relationships also highlights
the need for a holistic cybersecurity strategy that
integrates both technical and human dimensions.

Summary of Findings

This study investigated the impact of big data
analytics capability, cybersecurity infrastructure,
and user awareness on cybersecurity breach
incidents in Nigeria’s FinTech sector. The study
adopted a quantitative, ex-post facto research
design, utilizing secondary data from industry
reports, regulatory bodies, and company
disclosures covering the period 2020 to 2024.

Descriptive statistics revealed that Nigerian
FinTech firms experience a relatively high
frequency of cybersecurity breaches annually,
despite moderate investments in big data tools and
cybersecurity infrastructure. Correlation analysis
showed significant negative relationships between
all three independent variables and cybersecurity
breach incidents.

Multiple regression analysis confirmed that:

Big Data Analytics Capability significantly
reduces the frequency of cybersecurity breaches.

Cybersecurity Infrastructure is an
predictor of breach reduction.

important

User Awareness and Digital Literacy play a
meaningful role in minimizing vulnerability to
cyberattacks.

Together, these variables explained approximately
51% of the variation in cybersecurity breach
incidents across the sample, indicating that a
multi-dimensional strategy is needed for effective
cyber risk management in Nigeria's FinTech
ecosystem.

Implication of the Findings
The results provide strong empirical support for

the proposition that Nigerian FinTech firms must

Momoh & Egbeide
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prioritize  investments in  analytics and
infrastructure while also promoting user education.
In an environment where digital financial services
are rapidly expanding and cyber threats are
growing more sophisticated, the ability to
proactively manage cyber risks is a key
determinant of both consumer trust and
operational resilience.

CONCLUSION

The findings of this study underscore the critical
importance ~ of  integrating  technological
capabilities, institutional preparedness, and user
behavior in the fight against cybersecurity threats
within the Nigerian FinTech landscape. FinTech
firms with advanced big data analytics tools and
robust cybersecurity infrastructure experience
fewer breach incidents, while firms that invest in
user awareness programs also benefit from
reduced human error-related vulnerabilities. The
study thus, concludes that safeguarding the
financial platform in Nigeria’s digital economy
requires a holistic cybersecurity framework —
one that leverages predictive technologies,
enhances infrastructure, and empowers users with
the knowledge to protect themselves and the
platforms they use. Based on the findings of this
research, the following recommendations are
proposed:

1. Strengthen Big Data Analytics Integration:
FinTech firms should scale up their
investment in real-time data analytics,
machine  learning, and  Al-driven
cybersecurity systems to proactively
detect and neutralize threats before they
escalate.

2. Improve Cybersecurity Infrastructure:
Firms must adopt and continuously update
their digital security tools, including
firewalls, encryption systems, endpoint
protection, and secure coding practices.
Regular security audits should be
mandated by regulators.
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3. Enhance User Awareness Campaigns:
Regulatory agencies like NITDA and
CBN, in collaboration with FinTech
associations, should roll out continuous
public education on digital hygiene,
phishing detection, and safe mobile
financial practices, especially targeting
low-literacy user groups.

4. Establish Industry Benchmarks and
Standards: The Nigerian government,
through regulatory bodies, should develop
and enforce cybersecurity maturity
benchmarks for all licensed FinTech firms,
ensuring minimum compliance in areas of
infrastructure and data protection.

5. Promote Public—Private Collaboration:
FinTech operators, law enforcement
agencies, and IT regulatory bodies should
collaborate to develop a national FinTech
cybersecurity threat intelligence platform
that facilitates real-time threat sharing and
response.
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